
HIPAA PRIVACY

BUSINESS ASSOCIATE AGREEMENT AND ADDENDUM


This Business Associate Addendum (this "Addendum") is entered into effective as of November 8, 2007,  by and among    S.T. Sanford Computer Consulting, Inc. / S.T. Sanford Computer Consulting, Inc. / TeKnowology, Inc.   (herein " Business Associate") and      PRACTICE NAME  , (herein "Covered Entity") in order to comply with 45 C.F.R. §164.502(e) and §164.504(e), governing protected health information ("PHI") and business associates under the Health Insurance Portability and Accountability Act of 1996 (P.L. 104-191), 42 U.S.C. Section 1320d, et. seq., and regulations promulgated thereunder, as amended from time to time (statute and regulations hereafter collectively referred to as "HIPAA") [Covered Entity and Business Associate may be referred to herein individually as a "Party" or collectively as the "Parties"].  Terms used, but not otherwise defined, in this Agreement shall have the same meaning as those terms in HIPAA.  This Addendum amends the terms and conditions of and is hereby incorporated as part of that certain Agreement between Business Associate and Covered Entity dated _November 8, 2007_ and entitled   Business Associate Agreement    (the "Agreement") [this Addendum and the Agreement will be referred to hereinafter collectively as the "Agreement"].


STATEMENT OF AGREEMENT

§1.
HIPAA Compliance and Agents.  Business Associate hereby agrees to fully comply with the "Business Associate" requirements under HIPAA, including, without limitation, 45 C.F.R. §164.502(e) and §164.504(e), throughout the term of this Agreement.  Further, Business Associate agrees that to the extent it has access to PHI, Business Associate will fully comply with the requirements of HIPAA and this Agreement with respect to such PHI; and, further, that every agent, employee, subsidiary, and affiliate of Business Associate to whom it provides PHI received from, or created or received by Business Associate on behalf of, Covered Entity will be required to fully comply with HIPAA, and will be bound by written agreement to the same restrictions, terms and conditions as set forth in this Agreement.  If Covered Entity is required by HIPAA to maintain a Notice of Privacy Policies, Business Associate acknowledges that it has received a copy of such notice, read and understands its terms, conditions, and hereby agrees to the extent applicable, to comply and act in accordance with such Notice as it may be amended from time to time by Covered Entity. 

§2.
Use and Disclosure; Rights.  Business Associate agrees that it shall not to use or disclose PHI except as permitted under this Agreement and HIPAA.  Business Associate may use or disclose the PHI received or created by it, (a) to perform its obligations under this Agreement including without limitation to:  consultation, evaluation, documentation, design, implementation, management, maintenance, repair and upgrade of computers, network infrastructure, database  and software components. Integration of existing hardware and software with newly obtained hardware and software. Support services not limited to telephone, onsite or remote control of said systems and infrastructure. Development, documentation and testing of backup systems, restore procedures and disaster recovery plans. Implementation of security guidelines, password policy, encryption, secure communications. Any other activity necessary to the maintenance, or successful running of said computer system, network infrastructure and software environment. in order to properly manage and administer its business, (b) to carry out its legal responsibilities if the disclosure is required by law, or (c) for data aggregation functions, as defined by HIPAA.  If pursuant to subsections (a), (b), or (c) above, Business Associate discloses PHI to others, the Business Associate must obtain reasonable assurances from the person to whom the information is disclosed that it will be held confidentially and used or further disclosed only as required by law or for the purpose for which it is disclosed to the person and the person notifies Business Associate of any instances of which it is aware that the confidentiality of the information has been breached.
§3.
Safeguards; Location.  Business Associate agrees to develop, document, use, and keep current appropriate procedural, physical, and electronic safeguards, sufficient to comply with the requirements of HIPAA, to prevent any use or disclosure of PHI other than as permitted or required by this Agreement. Business Associate agrees to notify Covered Entity of the location of any PHI disclosed by Covered Entity or created by Business Associate on behalf of Covered Entity and held by or under the control of Business Associate or those to whom Business Associate has disclosed such PHI. 
 

§4.
Minimum Necessary.  Business Associate will limit any use, disclosure, or request for use or disclosure to the minimum amount necessary to accomplish the intended purpose of the use, disclosure, or request in accordance with the requirements of HIPAA.  Business Associate covenants that in all uses, disclosures, and requests it will include only the minimum amount of PHI necessary to accomplish the permitted or required use or disclosure as set forth by the agreement and in accordance with the requirements of HIPAA.  Covered Entity may, pursuant to HIPAA, reasonably rely on any requested disclosure as the minimum necessary for the stated purpose when the information is requested by Business Associate. Business Associate acknowledges that if Business Associate is also a covered entity, as defined by HIPAA, Business Associate is required, independent of Business Associate’s obligations under this Agreement, to comply with the HIPAA minimum necessary requirements when making any request for PHI from Covered Entity. 

§5.
Records; Covered Entity Access.  Business Associate shall maintain such records of PHI received from, or created or received on behalf of, Covered Entity and shall document subsequent uses and disclosures, other than as for treatment, payment, or healthcare operations, pursuant to a valid authorization, or otherwise excepted from the accounting requirement under HIPAA, made by Business Associate as may be deemed necessary and appropriate in the sole discretion of Covered Entity.  Business Associate shall provide the Covered Entity with reasonable access to examine and copy such records and documents of Business Associate during normal business hours. 

§6.
DHHS Access to Books, Records, and Other Information.  Business Associate shall make available to DHHS its internal practices, books, and records relating to the use and disclosure of PHI received from, or created or received by Business Associate on behalf of, Covered Entity for purposes of determining the Covered Entity’s or Business Associate’s compliance with HIPAA. Business Associate agrees to fully cooperate in good faith with and to assist Covered Entity in complying with the requirements of HIPAA and any investigation of Covered Entity regarding compliance with HIPAA conducted by the U.S. Department of Health and Human Services ("DHHS"), Office of Civil Rights, or any other administrative or judicial body with jurisdiction, including, but not limited to, disclosing, providing access to or an accounting of any PHI as Covered Entity may request.   

§7.
Report of Improper Use or Disclosure.  Business Associate shall immediately report to Covered Entity any information of which it becomes aware concerning any use or disclosure of PHI that is not permitted by this Agreement.  This report shall identify the nature of the violating use or disclosure, the PHI used or disclosed, who made the violating use or received the disclosure, what corrective action Business Associate has or will take to prevent further violations, including any mitigation, and provide any other information Covered Entity requests.  

§8.
Amendment of and Access to PHI; Notification.  Business Associate shall make available PHI for amendment and shall incorporate any amendments to PHI in accordance with HIPAA.  Business Associate shall make reasonable efforts to notify persons, organizations, or other entities, including, but not limited to, other business associates, known by Business Associate to have received erroneous or incomplete PHI and who may have relied, or could foreseeably rely, on such PHI to the detriment of the individual. Business Associate must update this information as requested by Covered Entity. 


§9.
Individual Authorizations; Restrictions.  Covered Entity will notify Business Associate of any restriction to the use or disclosure of PHI that Covered Entity has agreed to with an individual or of any changes in or revocation of an authorization or other permission by an individual, to the extent that such restriction, change, or revocation may affect Business Associate’s use or disclosure of PHI. 

§10.
Termination Rights; Mitigation. 
Business Associate acknowledges and agrees that Covered Entity shall have the right to terminate this Agreement in accordance with this §10 and §11 in the event Business Associate breaches or fails to comply with the requirements set forth in this Addendum.  In addition, Covered Entity may immediately terminate the Agreement, if Covered Entity determines, in its reasonable discretion, that Business Associate has failed to comply with a material term of the Addendum required by HIPAA or is substantially not in compliance with the requirements of HIPAA.  In addition to its obligations under Sections 9 and 10 of this agreement, Business Associate shall take any other reasonable actions available to it to mitigate any detrimental effects of such violation or failure to comply. 

§11.
Breach; Knowledge.  If Covered Entity knows of a pattern of activity or practice of Business Associate that constitutes a breach or violation of Business Associate’s obligations under this Addendum, Covered Entity and Business Associate shall take any steps reasonably necessary to cure such breach and make Business Associate comply, and, if such steps are unsuccessful, Covered Entity shall either (a) terminate this Agreement, if feasible, or (b) if cure and termination are not feasible, discontinue disclosure of PHI to Business Associate and report the breach or violation to DHHS.  If Business Associate as a covered entity, defined by HIPAA, violates the terms and conditions of this Agreement or any other agreement in its capacity as a business associate of another covered entity, Business Associate will be, for purposes of §12 of this Addendum, substantially not in compliance with HIPAA. 


§12.  
Electronic Standards and Code Sets Regulations.  If Business Associate or any of its subcontractors or agents conducts in whole, or in part, electronic transactions on behalf of covered entity of the type covered by HIPAA any regulations promulgated pursuant thereto, including Standards for Electronic Transactions and Electronic Code Sets, Standards for Security, or others, Business Associate will, and will require any of its subcontractors or agents to comply with each applicable requirement of such regulations.

§13.
Return of PHI. Business Associate agrees that upon termination of this Agreement, and if feasible, Business Associate shall, at its expense, (a) return or destroy all PHI received from, or created or received by Business Associate or any of Business Associate’s subcontractors or agents on behalf of, Covered Entity that Business Associate or its subcontractors or agents maintain or control in any form or manner and retain no copies of such information or, (b) if such return or destruction is not feasible, immediately notify Covered Entity of the reasons return or destruction are not feasible, and extend indefinitely the protection of this Agreement to such PHI and limit further uses and disclosures to those purposes that make the return or destruction of the PHI not feasible. 

§14.
Indemnification.  Covered Entity will indemnify and hold harmless Business Associate and any Business Associate affiliate, officer, director, employee or agent in accordance with and to the fullest extent permitted by applicable law, including from and against any claim, cause of action, liability, damage, cost, or expense, including attorney’s fees and court or proceeding costs, arising out of or in connection with any violation of this Agreement or the requirements of HIPAA by Business Associate or any of its subcontractors or agents or persons under Business Associate’s control.  

§15.
Survival.  All representations, covenants, and agreements in or under this Agreement or any other documents executed in connection with the transactions contemplated by this Agreement, shall survive the execution, delivery, and performance of this Agreement and such other documents.  The respective rights and obligations of Business Associate under Section 15 of this Agreement shall survive termination or expiration of this Agreement. 

§16.
Further Assurances; Conflicts.  Each Party shall in good faith execute, acknowledge or verify, and deliver any and all documents which may from time to time be reasonably requested by the other Party to carry out the purpose and intent of this Agreement. The terms and conditions of this Addendum will override and control any conflicting term or condition of the Service Agreement.  All non-conflicting terms and conditions of the Service Agreement shall remain in full force and effect.  Any ambiguity in this Addendum with respect to this Agreement shall be resolved in a manner that will permit Covered Entity to comply with HIPAA.

Acknowledged and agreed to by:

	BUSINESS ASSOCIATE

S.T. Sanford Computer Consulting, Inc. / S.T. Sanford Computer Consulting, Inc. / TeKnowology, Inc.
By   
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